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UNIT-IV
GRAPHICALUSERINTERFACE

Thosedayscrypticcommandsactsasaninterfacebetweentheuserand
theoperatingsystem CharacteruserInterface(CUI).Itwastediousfortheuser
torememberlengthycommands.

SoLatercrypticcommandsareconnectedtographicalrepresentation
GraphicaluserInterface(GUI)wasintroduced.

AdvantageofGUI
 userFriendly
 MoreEfficient
 WindowingTechnology

WindowingTechnology
Asinglescreenisdividedintovariouspartitionandeachpartitionhold

differentapplicationwithdifferentsizeanditcanbeexecutedseparatelyeach
partitioniscalledaswindow.ThistechnologyiscalledasWindowingtechnology.

ComponentsofGUI
1.MenuBars
2.ScrollBars
3.Controls
4.DialogBox
5.Feedback

MenuBars
AmenubarconsistsofMenuBaritemsandapulldownmenu.Menubar

itemsaretheonethatareseenwithouttheuserinteractione.g.:File,Edit,
View.Pulldownmenuistheonethatisvisibleaftertheuserinteraction.

Amenuitem hastwoparts
1.Actionpart
2.Acceleratorpart

Theactionpartisontheleftsideandacceleratorkeypartisontheright
side(i.e.ShortcutKeys).
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ScrollBars
ScrollBarsareusedtoseetheinformationthatisnotvisibleonthe

window.TherearetwotypesofscrollBarstheyareHorizontalscrollbarand
verticalscrollbar.Verticalscrollbarisusedformovingupwardsanddownwards.
Horizontalscrollbarisusedformovingrighttoleft.

Controls
ItconsistsofTextbox,CommandButton,ListBox,ComboBox,Option

Button,CheckBox,andLabelBox.

TextBox:
Itisusedforgettingtheuserinput.

CommandButtonOrPushButton:
Itisusedforperformingsomeevents.

ComboBoxandListBox:
Bothareusedforlistingmanyitemsinsideit.Thecomboboxhasthetext

areaandalistarea,whereasthelistboxesjusthaveonlylistarea.

OptionButtonandCheckBox:
OptionButtonisotherwisecalledasRadioButton.Itisusedforonlysingle

selection.CheckBoxconsistsofsquareboxwithitems.Itisusedformultiple
selections.
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LabelBox:
LabelBoxisusedforidentifyingthecontrols.

DialogBox:
Itisusedtosupplytheuserwithinformationanditalsoacceptstheinput

from theuser.
Therearetwokindsofdialogboxes.

1.Modaldialogbox
2.Modelessdialogbox

ModalDialogbox
Itexpectstheusertorespondtoitbeforeswitchingontosomeother

windowiscalledmodaldialogbox.Eg.Save,SaveAsWindow.

Modelessdialogbox
Itdoesn’texpecttheusertorespondiscalledasmodelessdialogbox.

Feedback:
EachandeveryGUIapplicationshouldhaveafeedbackaftereveryaction.
E.g.Hourglasspointertellsthatthecpuiscurrentlyexecuting.The

progress bartells how much percentage is complete and how much is
incomplete.
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HourGlass ProgressBar

Icon:
AnIconisagraphicalrepresentationofanapplicationorutility.Agood

iconshouldbeabletoidentifyandinvitetheusertoanapplication.Someofthe
sampleiconsareshownbelow.
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ComparisonbetweenMS-Dos(CUI)andMS-Windows(GUI)andMS-Windows
NT(NetworkingOperatingSystem)

MS–DOS MS-Windows MS-Windows-NT

1. SingleTask
OperatingSystem

MultitaskingOperating
System

MultiUser,Multitasking
OperatingSystem.

2. CUI GUI GUI

3. _ ThisOperatingSystem
needsatthetop.

Doesn’tneedMS-DOS
runningatthetop.

4. _ _ Itisaportable
operatingsystem and
runsonanyplatform.

5. Doesnothavebuilt
innetworking.

Doesnothavebuilt-in
networking.

Asabuilt-innetworking
support.

6. Doesnotsupport
Multithreading.

Doesnotsupport
Multithreading.

Hasabuilt-in
Networkingsupport.

7. Doesnotallow
symmetric
multiprocessing.

Doesnotallow
symmetric
Multiprocessing.

Symmetric
Multiprocessingis
followed.

8. Ms-Dosuses32-bit
processors.

Ms-windowsuses16-bit
processors.

Ms-windows-NTuses
32-bitprocessors.

9. Doesnotuse
virtualmemory
management
technique.

Doesnotusevirtual
memorymanagement
technique.

Usesvirtualmemory
management.

10
.

UseFATtechnique UseFattechnique NTFS(Newtechnology
Filesystem)technique.
E.g.Filenameupto256
characterslong.

RequirementsofaWindow–basedGUI

Someofthebasicrequirementsare
1.Consistency
2.DirectManipulation
3.Flexibility
4.ExplicitDestruction

Consistency:
 Allapplicationsshouldbewithinonewindowingenvironment.
 Whichmeansvisualappearanceofcontrolsandtheircomponents

shouldbeconsistente.g.(Toprightcornerinwindow shouldbe
minimize,maximize,closebutton).

 Menusshouldbeinorderlyfashion.E.g.Edit cut,copy,paste,
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selectall.
DirectManipulation:

 Directmanipulationallowstheusertocontrolhisactionbetterby
promptinghim toselecteachcommand.

 Withdirectmanipulation,usergetsafeedbackontheiractions.

Flexibility:
 Usersshould beallowed to configurethesettingsand change

configurationtotheirliking.

E.g.1)ChangingtheMousebuttonactivityto,Right–hand
forlefthandledperson.

2)Givingdifferentcolortoborders,buttonsetc.
3)Multipleoptionsforsaving.

Alt+F+S,Ctrl+S.

ExplicitDestruction
Whenanactionisirreversibleandhasnegativeconsequences,theuser

shouldbeabletoexplicitlyconfirm itbeforebeingcarriedout.
Suchconfirmationisneededwhenwedeleteafile.

AUTHENTICATION
Authenticationisaprocessofverifyingwhetherapersonisalegitimate

(valid)userornot.Therearetwotypesofauthenticationthatarepossible.
i) Authenticationinacentralizedenvironment.
ii)Authenticationinanetworkordistributedenvironment.

i)Authenticationinacentralizedenvironment.
Authenticationinthisenvironmentcanbeachievedinthefollowingthree

ways.
a)Password
b)Artifact-based
c)Humancharacteristics

a)Password
The password is mostcommonly used scheme which is easy to

implement.TheOSassociatesapasswordalongwiththeusernameofeachuser,
andstoresitafterencryptioninasystem file.

Whentheuserwantstologontothesystem,theOperatingsystem
demandsforkeysinbothusernameandpassword.TheOSthenencryptsthis
keyedinpassword usingthesameencryptiontechniqueandthenmatchesit
withtheonestoredinthesystem file.Itallowstologinonlyafteritgetsmatched.

Thepasswordschemeiseasytoimplement,butitisjusteasytobreakif
weknow otherspassword.Inordertocounterthisthreat,thedesignersofthe
passwordsystemsmakeuseofnumberoftechniques.Someofthesearelisted
below:
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EchoSuppressionandEncryption
The password is normallynotechoed.Itisalso stored in an

encrypted form,so even somebody reads the password file,the
passwordcannotdecryptedfrom itwithoutknowingthekey.

Choiceofthepassword
Threemethodscanbeusedinchoosingapassword.

i) Theoperatingsystem itselfselectsthepasswordforthe
user.
Thesystem selectedpasswordmaynoteasybeeasyto

guessforan intruder,buttheproblem isuserhimselfmay
notrememberthe password.

ii) Thesystem administratordecidesthepassword.
Itisnotparticularlygoodideaasmorethanoneperson

would knowabouteachpassword.
iii) Theuserselectsthepassword

Theusercanrememberiteasily,itcanbepenetratedeasily
too becausemostoftheusersmakeuseofnames,
familynames, namesofcitiessoanintrudercanguess
thepossiblepassword

easily.

PasswordLength
Thepasswordlengthplaysanimportantroleintheeffectivenessof

thepasswordscheme.Ifthepasswordisshort,itiseasytoremember,
butashortpasswordiseasytobreak.Ifapasswordistoolongitis
difficulttopenetrate,butitisdifficulttorememberbythevalidusers.
Therefore,atradeoffisnecessary.Itisnormallykept6-8characterslong.

PassPhrases
Thisschemeisusedifthepasswordlengthisveryshort.Along

with each password,a long butmeaningfulmessage orphrase is
predetermined.
Ex:

“IAM READINGAGOODBOOK”
TheOSencryptsitandstoresalongwiththeoriginalpassword.

Whentheuserwantstologintheusermustgivetheoriginalpassword
andthelongmessagetothesystem.Thesystem appliesthesame
encryptionandcomparesboththepasswordsandthenallowstheuser
tologinonlyifitgetsmatch.

Advantage:Itisdifficulttobreakanddoesnotrequirelarger
storagespace.
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Disadvantage:Toomanycharacterstobekeyedinbytheuser.

Salting
SaltingisatechniquesuggestedbyMorrisandThompsontomake

itdifficultto break somebody’s password.The salting technique
appendsarandom numberntothepasswordbeforetheencryptionis
done.

Additionalpassword
SomeOperatingsystem asksformultiplepasswordsatdifferent

levels.Thismakespenetrationmoredifficult.Thisadditionalpassword
couldbedemandedattheverybeginningorintermittentlyatarandom
frequency.Itprovidesadditionalsecurity.

ContinuousChallenge
Anoperatingsystem atrandom intervals,mayaskpredetermined

questionstotheuserchallenginghim toprovehisidentity.
Ex:

Whereyouborn?
Whatwasthenameofyourmathsteacher?

ComputerDialBack
Theoperatingsystem maintainsalistofallthelegitimateusers

andtheirworktelephonenumbers.afterauserkeystheusername,the
operatingsystem consultsthislistanddialsbackthetelephonenumber
automaticallytoensurethatitisthesameuser.

ForcePasswordchanges
Theoperatingsystem forcestheusertochangethepasswordata

regularfrequency.Becauseeventheintruderhasfoundoutapassword
itwouldnotbevalidforlongtime.

DisableUsers
ManyOperatingsystemsallowausertotryafewguesses(typically

3).Aftertheseunsuccessfulattempts,theoperatingsystem logsthe
useroff.Someoperatingsystemsgototheextentofdisablingtheuser
from thesystem itself.Iftheuserwanttologinagainhemustcontact
thesystem administrator.

b)Artifact-based
Somesystemsmakeuserofartifactssuchasmachinereadablebadges

withmagneticstripesorsomekindsofelectronicsmartcards.Onlyonthe
supplyofthecorrectartifactthattheuserpossesses,heisallowedtousethe
system .ItispopularinAutomaticTellerMachines(ATMs).

c)HumanCharacteristics
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This technique measures something human abouta user,which is
normallyuniquetohim;Itcanbedividedintotwocategories.

i) Physiological
Thecomputerusesthescannerstocaptureandstorea

databaseofthebitpatternsoffingerprintsfordifferentusers.Ifthe
userwantstologin,thesystem comparesthefingerprintwhich
alreadystoredinthedatabase.Thesetechniquesarealsocalled
“biometrictechnique”.

Ex:fingerprints,handshapes,patternintheretinaoftheeye.
ii) Behavioral

Incaseofvoicepatternmatching,thesystem requiresthe
usertospeakoutsomething(saypassword)atthetimeofcreatinga
userprofileforhim.Thesystem digitizesthesespokenpasswords
andcreatesadatabaseofthem forfutureuse.

Whentheuserwantstologin,hehavetospeakhis
passwordtheoperatingsystem matchthevoicepattern

Ex:voicepattern,signatureanalysis.

SECURITYANDPROTECTION

INTRODUCTIONTOSECURITYANDPROTECTION

THREATS:

A)TAPPING/DISCLOSURE B)AMENDMENT C)
FABRICATION

D)DENIAL

BA

X

A B

X

A B

X

A B

X
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A)Tapping:
 Unauthorizeduseofservice
 Thethirdpartyaccessitwithouttheknowledgeofothers.

Disclosure:
 ASourcepartywillinglyorknowinglydisclosesittothethirdparty

B)Amendment:
 Unauthorizedalterationordeletionofinformation.

C)Fabrication:
 UnauthorizedFabricationofinformation.

D)Denial:
 Denialofservicetotheauthorizeduser.

ATTACKSONSECURITY:

Thesecuritysystem canbeattackedandpenetratedinnumberofways.

 Authentication:
Authentication means verification of access to the system

resources.Some ofthewaystheintruderattacktheauthenticationare.
 Theintrudermayguessorstealsomebodyelsepassword
 Anintrudermayfindoutthepasswordbythetrialorerror

method.

 Authentication
 Browsing
 Trapdoor
 Linetapping
 Lostline
 Linetrapping
 WasteRecovery
 ElectronicDataCapture
 RogueSoftware

 Trojanhorse
 ChameleonSoftware
 Ordinarysoftware

Bomb
 TimedsoftwareBomb
 LogicalsoftwareBomb
 Virus
 Worms
 Rabbits



-11-

 Anintrudercanwriteadummyloginprogram tofoolthe
usersandstealtheusernameandpassword.

 Browsing:

 Theintrudercanbrowsethesystem filestogetinformation
abouttheunprotectedfilesanddatabases.

 Confidentialinformationshouldbereadormodified.

 TrapDoororBackDoor:

 Thesoftwaredesignersmayusesomesecretentrypoints
(i.e.)shortcutsintoaprogram thatallowssomeonethatis
awareofbackdoorstogainaccesswithoutgoingthrough
theusualsecurityaccessprocedures.

 LineTapping:
 Aspecialterminalisusedtotrapthecommunicationline

andaccessorevenmodifythedata.Itcanbeintheform of
tapping,amendmentorFabrication.

 LostLine:
 Inthenetworkingenvironmentalinecanbelostandan

intruderwillgainthecontrolanduseotherslogin
 WasteRecovery:

 Apenetratorcanusesometechniquetorecoverthedeleted
files.

 ElectronicDataCapture:
 An intruder picks up the screens using camera and

recognizeswhatisdisplayedonthescreen.
 RougeSoftware:

 Thevarietyofsoftwareprogram areunderRoguesoftware.

o Trojanhorse:
Thisisaprogram whichappearstobeharmlessbuthasa
pieceofcodewhichisveryharmful.

o ChameleonSoftware:
Itmimicsbyausefulandacorrectprogram.
Foreg:Itcanmimicaloginprogram andCollectsvalid
usernameandpassword.

o OrdinarySoftwareBomb:
Thisisapieceofcodewhich“explodes”assoonasitis
executed.

o TimedSoftwareBomb
Itis the same as the ordinary software bomb butit
becomesactiveonlyataspecifictime.

o LogicalSoftwareBomb
Itisthesameastheordinarysoftwarebombbutitis
activatedonlywhenthelogicalconditionissatisfied.

o Worms:
These are the programs attacking the nodes on the
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networkandspreadingtoothernodes.Itconsumesallthe
resourcesonthenetwork.

o Virus
Thisisonlyapartoftheprogram whichgetsattachedto
otherprogramsandcausesdamages.

o Rabbits:
Theyaresimilarlikewormsbutitreplicatesonthedisk
untilitscapacityisexhausted,butitcanbeeasilydetected.

VIRUS
Virusattachesitselftoaprogram andpropagates(spread)copiesofitself

tootherprograms.Viruscorruptsthedataaswellasthecode.Almostallviruses
areattachedtoanexecutablefile,whichmeansthevirusmayexistonyour
computerbutitactuallycannotinfectyourcomputerunlessyourunoropenthe
maliciousprogram.Itisimportanttonotethataviruscannotbespreadwithouta
humanaction,(suchasrunninganinfectedprogram)tokeepitgoing. 

Peoplecontinuethespreadofacomputervirus,mostlyunknowingly,by
sharinginfectingfilesorsendinge-mailswithvirusesasattachmentsinthee-
mail.

TypesofVirus
Thereare2typesofvirus

1.TransientVirus
2.ResidentVirus

1.TransientVirus:
Thisvirusrunswhentheattachmentprogram executesandterminates

whenitsattachmentprogram ends.

2.ResidentVirus:
This virus resides in the memory afterthe attachmentprogram is

completedanditremainsactive.

InfectionMethodsofVirus

Example:

 APPEND
 REPLACE
 INSERT
 DELETE
 REDIRECT
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o APPEND Theviralcodeappendsitselftotheunaffectedprogram.

[10+3 =

o REPLACE Theviralcodereplacestheoriginalexecutedprogram
completelyorpartially.

o INSERT Theviralcodeisinsertedinthebodyoftheexecutablecode.

o DELETE Theviralcodedeletessomeofthecodefrom the
executableprogram.

Original
Code

ViralCode

Original
Code

Viral
Code

+

Original
Code

ViralCode

Viral
Code

+

Original
Code

ViralCode

Original
Code

Viral
Code
Viral

+

Original
Code

ViralCode

Original
Code

+

Original
Code

=

=
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Viral
Code

=
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o REDIRECT Thenormalcontrolflowoftheprogram ischangedto
executesomeotherviralcode.

DIFFERENTSTAGESOFVIRUS:

NASCENTSTAGE AslongasthevirusisinfloppyorCDthenitis
calledasnascentstage.

SPREADSTAGE Whenthevirusiscopiedfrom floppyorCDtothe
system itiscalledasspreadstage.

HARM STAGE Whentheprogram isexecutedthenisharm stage.

VIRUSDEDUCTION,REMOVAL,PREVENTION:

VirusDeduction

 Viruscanbedeductedusingchecksum.
ForExample:

Ifaprogram ABChasachecksum value120andifthechecksum
valueischangedwecansaythatviruscanbedetected.

VIRUSREMOVAL
Thepatternofthevirusisknownthenitcanberemoved.

OriginalCode:A000B000C000
ViralCode :A***B***C***

Theaboveexampleissomeofthepatternsofvirus.

 NASCENTSTAGE
 SPREADSTAGE
 HARM STAGE

Original
Code

ViralCode

Original
Code

Viral
Code

+ =
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VIRUSPREVENTION

Viruscanbepreventedbythefollowingmethods.
1.Choosingonlycommercialsoftware
2.Openattachmentsonlywhenitisknowntothem tobesafe.
3.Makebackupcopiesoftheexecutablesystem files.
4.Usevirusdetectorsandscanregularlyandupdatethem daily.
5.ScanthefloppyorCDbeforetheactivation.

WORMS:

Aworm issimilartoavirusbydesignandisconsideredtobeasub-class
ofavirus.Wormsspreadfrom computertocomputer,butunlikeavirus,ithas
thecapabilitytotravelwithoutanyhumanaction.

Thebiggestdangerwithaworm isitscapabilitytoreplicateitselfonyour
system,soratherthanyourcomputersendingoutasingleworm,itcouldsend
outhundredsorthousandsofcopiesofitself.

Oneexamplewouldbeforaworm tosendacopyofitselftoeveryone
listedinyoure-mailaddressbook.Then,theworm replicatesandsendsitselfout
toeveryonelistedineachofthereceiver'saddressbook

MODEOFOPERATIONSOFWORMS:

Itoriginatesfrom CD,Floppy,Internet,andothercomputers.Itlooksatthe
mailinglists.(Ithastheinformationaboutthelistofthecomputerconnected)
andspreadstothem andtakescontrolovertheresourcesofothercomputers.

SAFEGUARDAGAINSTWORMS:

 PREVENTITSCREATION:
Bytightsecurityandprotectionmechanism andbyscanningtheCD,
Floppydisketc.,Wormscanbepreventedduringitscreationitself.

 PREVENTITSSPREADING:
Thiscanbedonebyintroducingvariouscheckpointsinthenetwork.

Wecandisallowthetransferofexecutablefilesoverthenetwork.

 Preventitscreation
 Preventitsspreading
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DESIGNPRINCIPLESINSECURITY:

Todesignasecuredsystem thefollowingprincipleshavetobefollowed

PUBLICDESIGN
Thedesignofthesecuritysystem shouldnotbesecret.Thedesigner

shouldassumethatthepenetratorknow thealgorithm.Butthesecuritywill
bestillmaintainedbecausetheymaynotknowthekeys.
LEASTPRIVELAGE:

Everyprocessshouldbegivenleastpossibleprivelagethatarenecessary
foranexecution.
EXPLICITDEMAND:

Noaccessrightsshouldbegrantedtoaprocessasdefault.Eachuser
has to demand the access rights explicitly to avoid granting rights to
unauthorizeduser.
CONTINUOUSVERIFICATION:

Theaccessrightsshouldbeverifiedfrequentlyor continuouslyfor
eachuser.Fore.g.-:theaccessrightshastobecheckedwhenevertheuser
isopening,readingandwritingthefile.

SIMPLEDESIGN:
Thedesignofthesecuritysystem shouldbesimpleanduniform security

hastobebuiltfrom thelowestleveltothehighestlevel.

USERACCEPTANCE:
Thedesignshouldbesimpleandeasytousefor theusers,theuser

shouldnotwastetimetolearnhowtoprotectthesystem offiles.

MULTIPLECONDITIONS:
Thesystem shouldbedesignedtosatisfymultiplecondition.

Fore.g.-:thesystem coulddemandfortwopassword.
ENCRYPTION:

Encryptionisoneofthemostimportanttoolinsecurity,protectionand
authentication.

Thisprocessinvolvestwothings
1.Encryption

1)Publicdesign
2)Leastprivilege
3)Explicitdemand
4)Continuousverification
5)Simpledesign
6)Useracceptance
7)Multiplecondition
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2.Decryption

1.Encryption
Changingtheoriginaldataintodifferentdataiscalledasencryption.

2.Decryption
ChangingtheDifferentdataintooriginaldataiscalledasdecryption.

Note:
 TheoriginaldataiscalledasPlaintext
 DifferentdataiscalledasCiphertext.

DIFFERENTENCRYPTIONANDDECRYPTIONALGORITHM:

Therearetwomethods,theyare

1.Transpositioncipher
2.Substitutioncipher

Transpositioncipher
Lettersinthemessagearenotchangedbuttheorderarechangedin

transpositioncipher.
ForE.g.1:
OriginalText:X Y Z
CipherText:Z X Y
ForE.g.2:
Plaintext:Iam fine
CipherText:enifmaI

Substitutioncipher

Theoriginaldataischangedintodifferentsetofcharactersandnumbersin
substitutioncipher.

ForE.g.1:

OriginalText:X Y Z
CipherText: 1 2 3
ForE.g.2:
Plaintext:Iam fine
CipherText:jbngjof
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MethodsofEncryption:

Therearetwomethodsofencryption
1.Conventionalencryption
2.PublicKeyencryption

1.ConventionalEncryption:
ThereisonlyonekeythatisknowntoAandBandnotknowntoanybody

else.Thismethodalsocalledkeydistributionmethod.

ADVANTAGE:
Authenticationispossibleinconventionalencryption.

DISADVANTAGE:
Thetwo partieseach timehasto decideupon a common keyand then

initializingthecommunication.

2.PublicKeyencryption:
Therearetwotypesofkeys

1.PublicKey
2.PrivateKey

PublicKey:
Ifthekeyisknowntoallthenodesconnectedinthesystem thenitiscalledas

publickey.
PrivateKey:

Ifthekeyisknownonlytoaparticularnodethenitiscalledasprivatekey.
ThepublickeyencryptionwhenAwantstosendthedatatoB,Aencryptsthe

messageusingB’spublickeyandproducestheciphertext.Theciphertextis
nowtransferredtoB,nowBdecryptsthemessageusingB’sprivatekey.

Theprotectioninthiskeyverygood,becauseBcanonlydecrypt
thatciphertextmessageandnobodyelsecandoit.

DISADVANTAGE:
Bcouldnotconform thatthemessageisoriginatedfrom A.Thatisno
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authenticationispossiblebecausethepublickeyisknowntoeveryone.Anybody
couldhavesendthismessageinsteadofA.

SECURITYINDISTRIBUTEDENVIRONMENT:

 Securityismoreimportantinnetworkenvironment,becauseanintruder
cantapthemessagetoanetworkandthedatamaybelost.

 Twistedpaircable,coaxialcableandopticfibercableareusedasthe
communicationmedium betweenthenodesinwhichopticalfibercableis
goodcommunicationmedium wheretappingisalmostimpossible.

LocationofEncryptiondevices:

Therearebasicallytwoformsofencryption.

1.EndtoEndencryption.
2.Linkencryption.

Eg:

Theshadedboxesrepresentendtoendencryptionandtheemptyboxes
representlinkencryption.

TheendtoendencryptionneedslessnumberofEncryption/Decryption
devices.

The linked encryption needs more numberofEncryption/Decryption
devices.

Aspertheaboveexample,therearetwoencryption/decryptiondevicesfor
end to end encryption and fourencryption/decryption devices forlinked
encryption.

Keydistribution:
Iftwo parties wantto communicate with one and anotherin the

distributedenvironmentweneedakey.Theyareoftwotypes.
1.Permanentkey.
2.Sessionkey.

1.Permanentkey:
Akeyispredeterminedpermanentlybetweenthetwopartiesandthen

usedforallthecommunication.

2.Sessionkey:
Foreverysessionaseparatekeyisagreeduponthetwoparties.
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AuthenticationServer&DistributionServer:(A.S&D.S):

 Authentication serveris responsible forallowing ordisallowing the
partiestocommunicate.

 Distributionserverisresponsibleforkeydistribution.
 WhenXwantstocommunicatewithY.Xappliestoauthenticationserver

forthepermissiontocommunicatewithY.

 Authenticationserverchecksforthepermission.Ifthepermissionisyes,
thenauthenticationservermakesarequesttothedistributionserverto
generateakeyandthenitdistributestoXandY.BothXandYreceives
thekeyfrom thedistributionserveroverthenetwork.

 From thisstatusonwardsX andY cancommunicatewithoneand
anotherwiththatkey.

DIGITALSIGNATURE:

Digitalsignatureisusedtoachievebothprotectionandauthentication.

Itislikeanyotherhumansignatureonaplaintextofpaper.Letusassume
thatapersonAsendsasignedlettertopersonBwithacknowledgement.This
servesuswithtwopurposes.

1.AcannottellthatithasnotsendalettertoB(Bcanproduceitsproof).
2.B cannotrefusethatithasnotgotitbecauseA would havean

acknowledgment.
Thisconceptisimplementedindigitalsignature.

A digital signature maintains both protection and authentication.
AuthenticationisdonewithA’sprivatekeyanddecryptswithA’spublickey.
From thisstatementwecanassurethatthemessagecouldhavebeensentonly
byA.AssumingthatAhasnotleakedoutitsprivatekey.

Protectionisaccomplishedbyaddingtwoprivatekeysandtwopublic
keys.

ProtectionMechanism:
Protection is used to protectthe systems,Resources,hardware or

software.
Themainaim ofprotectionistoprotectthefiles,devices,databasesand
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processesfrom unauthorizedusers.
Thevariousprotectionmechanism aregivenbelow,

1.Accessrights
2.Domainanddomainswitching.
3.Accesshierarchy
4.Blockedstructurelanguage.
5.Accesscontrollistandcapabilitylist.

1.Accessrights:
 Theuseriscalledassubjectsandthefiles,databases,devicesthatis

currentlyworkingiscalledasobjects.
 The operating system allows differentaccess rights ordifferent

objectsandsubjects.

Thelistofaccessrightsthatcanbegrantedisshownbelow.

S.No. Accessright Code

1
2
3
4
5
6
7

NoAccess
Executeonly
Readonly
Appendonly
Update
Modifyprotection
Delete

N
E
R
A
U
M
D

Forexample,ifaprocessisallowedtodeleteafile(D)thenitisallowed
foralltheaboveaccessrights(M,U,A,R,E).Similarlyifaprocessisallowedto
readafile(R)thenitisallowedforReadandExecute.(R,E)

2.DomainandDomainSwitching:
 Theoperatingsystem definesanotherconceptcalleddomain

which isa combination oftheobjectsand setofdifferent
accessrightsforeachoftheobject.

 Asubjectcanbeputunderaparticulardomain.

Forexample,theuserprocessorexecutingthedomain0asanaccess
rightstoreadfrom file0andwritefrom file0,readfrom file1andwritefrom
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printer0.

 Similarly domain 1,2,3 can be defined.Domain1 and Domain2
intersectswitheachotherwhichmeansprinter1belongstoDomain1
andDomain2.

 Switchingfrom onedomaintoanotherdomainiscalledasswitching
domain.
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3.Accesshierarchy:
(PROTECTIONRING)

 Thevariationofthisdomainanddomainswitchingschemecouldbe
theorganizedthesedomainintonumberofaccesshierarchy,.The
numberofdomainsisdividedintonumberofprotectionraise.

 Theentireprotectionbasedisdividedintondomains(0ton-1).Sucha
waythedomain0asthemaximum accesshierarchyanddomainn-1
astheleastaccesshierarchy.

 A subjectwhichisexecutinginaspecificringcanaccessallthe
objectswithinthatring.

 Adomainswitchtoanouterdomainiseasilypossiblebecauseithas
lessprivilagethantheinnerring.Butdomainswitchtoaninnerdomain
requiresstrikepermission.

4.Blockstructurelanguage:
 A block structure language such as ‘C’orPASCAL gives a very

importantconceptsforaccesshierarchyanditisexplainedasfollows.

5

4
3

2
1

0
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 HereX,P,Q,R,Aarecalledasfunctionsareofdifferentscopeandthe
functionshavedifferentvariableinsidesuchasd1,d2,d3,d4,d5.

 Thed1canbeaccessedinX,P,A,Q,Rwhereasd4canbeaccessed
onlyinQbutnotinX,P,AandR.

5.Accesscontrollist:(ACL)

File1 File2 File10

User1 R
W

User2 R
W
X

User3 W X

 Tohaveaprotectionmechanism informationarestoredinsidealist
calledasaccesscontrollist.Itconsistsoftwooptionsusersandfiles.
Accordingtotheaboveexampleuser1hasareadaccessandwrite
accessoverfiles.

6.Capabilitylist:
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Ifanaccesscontrolisdividedbyrow thenitbecomescapabilitylist.

Theabovetabletellsaboutthecapabilitylistforusers.Thistablestells
thatuser3canaccessfile2,file5,file10withW,R,Xrespectively.


